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General Policy Statement

Information is a State of Maryland (SOM) asset requiring protection commensurate with
its value. Measures must be taken to protect information from unauthorized
maodification, destruction, or disclosure whether accidental or intentional, as well as to
assure its authenticity, integrity, availability, and confidentiality.

Scope

The controls in this handbook are the minimum requirements for providing a secure
environment for utilizing, developing, implementing, and maintaining automated
systems in the Department of Human Resources.

These controls apply to all Department of Human Resource entities, agents,
employees, contractors, or vendors involved in the the utilization, development,
implementation, and maintenance of information systems.

Any exception to these controls should be reviewed by the Data Security Division and
receive their documented approval.

Compliance

All Department of Human Resource employees, agents, contractors, and vendors are
responsible for understanding and complying with these controls. This would include
building and configuring systems in accordance with these policies. Non-compliant
situations will be brought to the attention of management for appropriate action.
Depending on the severity of the occurrence, employees who violate these policies may
receive loss of network connectivity, disciplinary action, up to and including immediate
dismissal, and/or criminal prosecution.

Qutsourced processing and storage facilities, such as service bureaus, vendors,
partnerships, and alliances, must be monitored and reviewed to ensure either
compliance with State of Maryland policies or that a level of control is provided which is
equivalent to State of Maryland policies. This should be accomplished through
contractual commitments with provisions to permit auditing and monitoring to ensure
compliance.

All necessary exceptions to this policy must be clearly documented and approved by
the agency head and the Data Security Division.
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Confidentiality

All Department of Human Resource employees, agents, contractors, and vendors are
responsible for keeping confidential all data contained in the DHR Automated Systems
to which they are granted access. Authority: Article 88A, §5 and 6; State Government
Article, §10-611 et seq. Article 41, Title &; Annotated Code of Maryland. 07.01.07.00. 5
and 6; State Government Article, §10-611 et seq.

Security Access Controls

AIIsecuﬁtyaccesscommsusadwdaydapendsmapmﬁbbeingsetuptopmteda
resource, with logonids being allowed or disallowed connection 1o utilize the protected
resource. Access controls do not normally allow an inquiry on an individual as to what
access they have. An inquiry would query protected resources to see if the logonid
assigned to that individual is connected or not, and to what level.

Security Access Control:

RACF at IBM/GS Data Center
ACF2 at ADC & MDOT Data Center

&mmmﬂwmdhewﬁwsdaﬂmmnmbﬁshmmwm.
then access is authenticated to the individual resources.

These resources are generally data-sets, data tables, terminal /O, system applications,
and CICS transactions that allow communication to customer applications.
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Computer Security Awareness

1 |

.._-}

Password protect your workstation with a “screensaver” password, set to
automatically lock your system after no more than two minutes of non-activity.

Log out of any main-frame applications, including those that use client-server or
web based access, when leaving your workstation unattended.

Select a “strong” set of passwords, don't use the same one for all access, and
never share this information with anyone. A "strong™ password will contain a
mixture of alpha, numeric, and special characters. Always use a password that
does not appear in a dictionary.

Make sure that your workstation is protected by an Agency supplied or approved
anti-virus software.

Never access any unknown, unsolicited, or suspicious e-mail attachment. Even if
you know the sender, verify that they did, in fact, send it to you.

Always back-up the data that you have on your workstation hard drive.
Use your State fumnished workstation for work related activities only.
Load no unauthorized or illegal software on your State furnished workstation.

Keep all sensitive client and co-worker information confidential. This includes
case information, Social Security Numbers, logonids, and passwords.
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Access Notification
All Automated System access should be deemed as covered by the following:

WARNING! THIS SYSTEM MAY CONTAIN GOVERNMENT INFORMATION, WHICH IS
RESTRICTED TO AUTHORIZED USERS ONLY. UNAUTHORIZED ACCESS, USE,
MISUSE, OR MODIFICATION OF THIS COMPUTER SYSTEM OR OF THE DATA
CONTAINED HEREIN OR IN TRANSIT TO/FROM THIS SYSTEM CONSTITUTES A
VIOLATION OF ARTICLE 27 §§ 45A AND 146 OF THE ANNOTATED CODE OF
MARYLAND, TITLE 18, USC, § 1030, AND MAY SUBJECT THE INDIVIDUAL TO
CRIMINAL AND CIVIL PENALTIES PURSUANT TO TITLE 26, USC, §§ 7213(A), 7213A,
AND 7431. THIS SYSTEM AND EQUIPMENT ARE SUBJECT TO MONITORING TO
ENSURE PROPER PERFORMANCE OF APPLICABLE SECURITY FEATURES OR
PROCEDURES. SUCH MONITORING MAY RESULT IN THE ACQUISITION, RECORDING
AND ANALYSIS OF ALL DATA BEING COMMUNICATED, TRANSMITTED, PROCESSED
OR STORED IN THIS SYSTEM BY A USER. IF MONITORING REVEALS POSSIBLE
EVIDENCE OF CRIMINAL ACTIVITY, SUCH EVIDENCE MAY BE PROVIDED TO LAW
ENFORCEMENT PERSONNEL. ANYONE USING THIS SYSTEM EXPRESSLY CONSENTS TO SUCH
MONITORING.

This is to considered the stated and implied agreement excepted by all DHR or DHR
approved users of the Automated Systems of the State of Maryland.
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Data Storage and Processing Facility

The DHR utilizes the International Business Machine/Global Systems (IBM/GS) Data
Center for all of its applications. The Annapolis Data Center (ADC) is utilized for most
other agency applications, such as MABS, MMIS, ASM, etc. The MVA access is utilized
at the Maryland Depariment of Transportation Data Center (MDOTDC). IBM/GS uses
the Resources Access Control Facility (RACF) as its’ security software and the ADC as
well as the MDOTDC uses the Access Control Facility 2 (ACF2) as its’ security
software.

Both of these security software packages allow a “controlled sharing of data” by
permitting access only when expiicit action is taken by the data owner and by a security
officer who authorizes it. Authorization is permitted by the use of logonids and
passwords.
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Security Personnel Designation

In order for an adequate level of security to exist in the DHR application systems an
agency data security structure has been developed. The access procedure begins with
the DHR employee's immediate supervisors that are requesting security access and
ends with the DHR Security Officers of the OIM/DSD. This structure is intended to
provide a systematic means for staff to protect data and to gain the proper level of
access to DHR's automated systems.

Security Monitor Appointment

In order to delegate the authority of requesting access to the DHR Automated Systems
for their staff, the appropriate Appointing Authority will appoint a Primary and at least
one Secondary Security Monitor.

The process consists of the Appointing Authority signing to authorize a properly
compieted DHR/OIM 671 form. This form must contain among other information, the
fax number, e-mail address, and the signature of the Security Monitor. This form is also
to be used to appoint Network Administrators to interface with the DHR WAN/LAN.

The functions of these Security Monitors are important and necessary for the secure
utilization of the DHR Automated Systems. They are responsible for requesting access
for the staff they support, acting with the authority of the Appointing Authority.

While they act with the authority of the Appointing Authority in requesting access, if the
DSD rejects the request, the appropriate Appointing Authority must sign off on the
request and provide additional justification as to why the exception is necessary, should
they chose to resubmit.
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Security Monitor's Responsibilities:

3

To expeditiously review forms (for accuracy and completeness), to sign and
forward the appropriate security transaction form(s) to the DSD whenever an
employee needs to be added to or deleted from a system; have his/her system
access level modified; or have his/her name changed. Security monitors are the
only staff members authorized to forward Security Access Forms(s) to the DSD
or to inquire about their status.

To notify the supervisor and/or the end user of the status of his/her security
access request.

To keep copies of all forms sent to the DSD as well as all rejected or completed
forms returned.

To report all access problems to the DHR System Support. Security Monitors
are the only staff members authorized to call the DHR System Support Center
concerning system access problems.

To remind supervisors to forward all security access transaction forms to the
Security Monitors as soon as an employee enters or leaves a unit or local
department.

To remind supervisors that it is their responsibility to monitor an employee’s
security access levels for appropriateness to their job responsibilities and to take
corrective action when necessary.

To communicate as needed or at least annually to supervisors, staff, and others
the requirement that DHR's data is to be kept confidential and that the
passwords are to be kept a secret.

To serve as a liaison between the Local Department and the DSD.

To review and disseminate all Data Security material. Primary Security Monitors
must distribute all Security Alerts and other security related information fo
secondary Security Monitors.

To ensure that the current versions of security access forms are being utilized.

To ensure adherence to all controls concerning security access requests.
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DHR Logonid Deletion Policies

RACF logonids will be deleted from DHR's systems after ninety (90) days of non-use.
MVA logonids will be deleted from their system after sixty (60) days of non-use. ADC
logonids will be deleted from their system after ninety (90) days of non-use. EBTS
logonids will be suspended from their system after thirty (30) days of non-use, revoked
after sixty (60) days, and deleted after ninety (90) days. A user can avoid being deleted
or suspended from these systems by simply logging in and out within the time lines set.
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Password Information

Password Rules:

Must be at least six (8), but no more than eight (8) positions in length.

" Must contain an alphabetic character in the first and last positions.
Must contain at least one (1) numeric character.

1 Must not contain your logonid as part of your password.

1 Must not contain more than two identical consecutive characters.

b 3 Must not contain more than three (3) identical, consecutive characters in the
same position as in your previous password.

w Must be changed at least once every ninety (90) days.

* Old passwords may not be used again for thirteen (13) consecutive password
changes.

o Access privileges will be suspended after three (3) unsuccessful attempts to sign-
on.

Examples

& Examples of valid passwords: ABC1ABC

- g Examples of invalid passwords: A011785B

ABC12 (Rule #1,2)
123456  (Rule #2)
AAA234B  (Rule # 6)
ABCDEF  (Rule # 3)
USERIDSX (Rule # 4)
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LOGONID REQUEST

AcTion: Ao [] uepate O oeere DATE OF REQUEST: 1 _ CURRENT LOGOND -
EMPLOYEE NAME (PRINT): __ LDSS:

(FST) (LASY
PHONE " ( .- _=w JOB CLASSIFICATION: DISTRICT

LOCATIONCODE: ____  STATE EMPLOYEE. ves [J woJ ¢ no expranm

otHeRAcTION: [] (speciFy).
m"u'c'c'e'ss"m'u' T ———————————————

AIME D AMF D MSD MMIS D SVES E] soLa D [1F CHECKED A SGNED AND WITNESSED CHEMROT 73 MUST BE ON ¢ LE WATH »ROT)

FacTs:a [J 80 c[J¢sececr one ONLY) TERM ID (4 CHAR)

DBM PERSONNEL [ ] TERMID (4 CHAR 1 - PRINTER ID (4 CHAR ).

DHR PERSONNEL [ ] TERM 10 (4 CHAR ) o PRINTER ID (4 CHAR )
OTHER ACCESS REQUIRED

CARES: | |1 # cvEoxen ATTACH A COMPLETED DHRUIOM 672 CARESACCEssSREQUEST) EBTS:| liw CHECRED ATTACH & COMPLETED DHRIOIM &7 EETS LODGOMD REQUEST |
CSES: .FC!ED:ESAYTO&GDAPLEWDMS?&C&BM&S‘EME: ASM: :vcmanumm&mmmﬂwmmm:
MVA ¥ CHECKED ATTACH COMPLETED Wva ESC-O08-011 & MVA ORES 10 FORME)

CCAMISL_J( # CHEokeD ATTacH A comeTsn OMRIOIM 673 CCALS LOGOMD RequesT) MOChessie: [ oo nor use

“

SUPERVISOR

SIGNATURE: _ DATE: /.
NAME (PRINT; s I S
“
SIGNATURE- DATE: I / FAX: ) -
MNAME IPR!NT]: PHONE: (L ] -

—— NN SECU sscum_m-n-m'“mr
ACTION Taxen. apoeD (] ueparen [ oereren 0 resecren [ DATE SENT TO MVAICCAMISETC: I
REJECTION REASON LOGONID ASSIGNED:
SIGNATURE: DATE: . / ONTL:

a-auum:mﬂn.nfrmncmw THIS DOCUMENT FOR YOLIR RECORIDY
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SECURITY MONITOR SIGNATURE VERIFICATION

ACTION: aoo ] weoate[d  oeere[] DATE OF REQUEST : ' I
teve: PriMARY []  seconnary [ PLATFORM: MAINFRAME [] neTwork [
LOCATION
LDSS/AGENCY - o
DISTRICT/ALOCAL OFFICE LOCATION CODE:
SECURITY MONITOR
EMPLOYEE NAME (PRINT): B DATE: i l
fFRST (LABT)
SIGNATURE i - PHONE: (. )
FAX: | ) ; E-MAIL —
ADDRESS:

CiTY, STATE, 2IP-

JOB CLASSIFICATION:

JOB TITLE:

sTaTe emproves: ves [ nod wnoowam:

I
|

NAME (PRINT) DATE: / i
(FERST) (LAST)

SIGNATURE PHONE: ( )

FAX: { ) . E-MAIL

ADDRESS:

CITY, STATE, ZiP:

DHR SECURITY OFFICER USE ONLY

ACTION TAKEN:  ADDED [] upoated [ peLeren [ resecTeo [

REJECTION REASON:

SIGNATURE: DATE: I i
DHR/CRM 710200 RETAIN A COPY OF THIS DOCUMENT FOR VOUR RECORDS
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CARES ACCESS REQUEST

acmon: 200 [ uppate (7 suspens O  oareorrecuest o’ ! CURRENT LOGONID:
EMPLOYEE NAME (PRINT}: - - LDSS
(PRSI LAST)
PHONE: [ } - JOB CLASSiFfC#ﬁON _ DISTRICT o
LOCATIONCODE: STATE EmPLOYEE: ves [] no[J i no exeram

NOTICE NAME (PRINT}: B USER'S SysTem: CARes [ services [
e

NON PRODUCTION CicS REGIDN(S) =
—_— =

CARES
WORKER TYPE UNIT TYPE UNIT NUMBER DISTRICT OFFICE e LDSS ACCESS o
SERVICES
WORKER TYPE FACTS WORKER TYPE WORKERID ___ =
UNITTYPE UNIT NUMBER DISTRICTOFFICE __
SECURED TASKS Sl
DELETE SECURED TASKS: - . : - . ’ . _

SIGNATURE DATE I .
NAME (PRINT} PHONE: ( ) -

SECURITY MONITOR
SIGNATURE: DATE f / FAX: ) - i

NAME (PRINT) PHONE: ( ) -
DHR SECURITY OFFICER USE ONLY

ACTION Taxen: ADped [ ueparep [ oeLeTed [ resecren [

REJECTION REASON

SIGNATURE DATE: i / CNTL:
DRI €72 (553) AETAIN A COBY OF THIS DOGUMENT FOR YOUR RECORDS.
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A OFFICE OF TECHNOLOGY FOR HUMAN SERVICES W
CSES ACCESS REQUEST i
\
acmion-aop (] uppate O oceere O DATEOF REQUEST: ____ /| CURRENT LOGONID
TEMPORARY UPDATE ] BEGIN DATE - == END DATE: =
EMPLOYEE NAME (PRINT) - R o I LDSS e
PHONE:( ) . JOBCLASSIFICATION o - DISTRICT .

LOCATIONCODE: ____ sTATE EmPLovee: ves [] no[d iF No ExPLAN

NON PRODUCTION CICS REGIONS) B B — i -
EXISTING ROLES —— T S _‘____'_ L B — = =— - |

ADDROLE(Sy __ _ * =« . . R . . . . e S

CARES ACCESS

COUNTY AGENCY LEVEL SECURITY LEVEL UNITTYPE 60  umitnumser 60  pisTriCT office 002

JUSTIFICATION

LOCAL DIRECTOR EXECUTIVE DIRECTOR, CSEA
SUPERVISOR

SIGNATURE DATE: ____ 7 .

NAME (PRINT) PHONE: (_

SECURITY MONITOR

SIGNATURE: . DATE: 1 FAX: (

NAME (PRINT) PHONE: ( ) y

DHR SECURITY OFFICER USE ONLY

ACTION TAKEN: ADDED [] uepateo [J oeteven [ resecren O

REJECTION REASON: ) — S e

SIGNATURE DATE j CNT

PRI BT (02709) RETAIN & COPY OF THIE DOCUNENT FOR YOUR RED( RIS
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Procedures




FORM NUMBER:
USAGE:

PROCEDURE:

DHR/OIM 670 (02/02
Used for the adding, updating, and deleting of mainframe DHR logon identifications (logonids).

STATE OF MARYLAND
DEPARTMENT OF HUMAN RESOURLES
OFFICE DF TECHNOLOGY FUR HUMAN SERWCES
PROCEDURE FOR COMPLETING DATA SECURITY ACCESS FIRMS

ISSUED: 14FEB03 REVISED:

PAGE 1 OF 3

The Supervisor completes and signs the DHR/OIM 670 and submits it to the local security monitor. The

local security monitor authorizes the request(s) and submits the signed form(s) to the DHR Date Security

Division.

INSTRUCTIONS FOR COMPLETING THE FORM:

ACTION;

DATE OF REQUEST: .....

CURRENT LOGONID:

EMPLOYEE NAME (PRINT): |

LDS&S

PHONE:

JOB CLASSIFICATION: .. ..
DISTRICT: ..

LOCATION CODE:

STATE EMPLOYEE: ........

IFNOEXPLAIN: ... .. ... ...

OTHER ACTION: ..

AIMS: .

AMFE: . e

MMIS: .
SVES: ...

SOLQ

Check one box per request.
ADD - to establish a new logonid
UPDATE - Io change the employee's access privileges or to modify ther information
DELETE - to remove the logonid from ALL system access

Enter the current date

. Entar the employee's logonid. (THIS IS REQUIRED FOR UPDATE and DELETE).

. Enter the name of tha employee.

- anter firsl name here
- anter last name here

(FIRST)
(LAST)

NOTE: If a name change is requested, indicate this in the OTHER ACTION section along with
the currant name

. Enter the LOSS or agency location name. Refer o Appendix B.

- Enter the area code and telephone number of the employee

. Enter the job classification of the employee (THIS IS REQUIRED FOR ADD and UPDATE)
. Enter the locat department’s district location name. if applicable.

. Refer to Appendix B. (2 DIGIT CODE ONLY).

. Check the appropriate box.

If he logonid raquest is not for a state employee supply justification for the logonid.
Specify special requests that are nol provided for on the logonid request form.

INQUIRY ACCESS MENU

. Check if applicable. Update capabilities are no longer avaiable.

Check If applicable. Update capabiiities are availabie only for DHR Central Staff,

Check if applicable.

. Check if applicable.
- Check if applicable.

. Check if applicable. If checked a signed and witnessed DHR/HRDT 73 must be on file with the

HROT. or altached
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PROCEDURE FOR COMPLETING DATA FORMS
FORM NUMBER: DHR/OIM 670 (02/03; ISSUED: 14FEBO3 REVISED: PAGE 20F 3
INSTRUCTIONS FOR COMPLETING THE FORM [CONTINUED) :
FACTS: . .. ... +ve o0 ... Check either A, B, or C, refer to Appendix |. Update capabiities are no longer avalable
TERMID: ... ............... En«terterminal identification code(s). (FOUR CHARACTER CODES ONLY)
DBM PERSONNEL: .......... Check if applicable
TERMID: .. . ..., ........_ . Enterterminal dentification code(s). (FOUR CHARACTER CODES ONLY).
PRINTERID: ... .. ...... .. Enter printer identification code(s). (FOUR CHARACTER CODES ONLY).
DHR PERSONNEL: .. ... ..... Check if applicable
TERMID: ., ... .. ¢ «v .. .. Enter terminal identification code(s). (FOUR CHARACTER CODES ONLY).
PRINTERID: ... . ... . ... .. Enter printer identification code(s). (FOUR CHARACTER CODES ONLY).

OTHER ACCESS REQUIRED

CARES: ... ..., .. +v+evs... Check box and attach a properly completed and signed DHR/OIM 672 form This is necessary
for initial requests. Subsequent changes may be submitied on a DHR/OIM 872 form alone.

GRS 5. o 5 e e s S i VA Check box and attach a properly completed and signed DHR/OIM 672b form This is necessary
for initial requests. Subsequent changes may be submilled on a DHR/OIM 672b form alone.

MVA: . | +ievevoan.... Check box and attach preperly completed and signed form(s). This request mus!t always be
attached to a DHR/OIM 670 form.

CCAMIR: . o iin v cva i s Check box and attach a properly completed and signed DHR/OIM 673 form. This is needed for
the initial request Subsequent changes may be submitted on a DHR/OIM 673 form slone.

BRIB: oo o e e e e Check box and attach a properly completed and signed DHR/OIM 674 form. This request must
always be attached to a DHR/OIM 670 form

ASM: ... e Check box for ASM (FMIS) and attach, or submit to ASM stafi. a properly completed and signed
ASM request form.

MDChessie: . ......... ...... DONOT USE THIS ACCESS

OR DESCRIBE

Print description of special (not otherwise noled on this form) access.

SUPERVISOR
SIGNATURE ............... Enter the signature of the supervisor of the employee noted.
AT G in o a T e e Enter the date the above signature was addad.
NAME (PRINT): v v ve. ... Enter the first and last name of the supervisor of the empioyea noted.

PHONE: i Enter the area code and telephone number of the security monitor.
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FORM NUMBER: DHR/OIM 670 (02/03 ISSUED: 14FEBO3 REVISED: PAGE 30F 3
INSTRUCTIONS FOR COMPLETING THE FORM (CONTINUED) :

SECURITY MONITOR

SIGNATURE . o . Enter the signature of the security monitor.

DATE: . .uav cesisieaeens ... Enler the date the above signature was added.

FAX: Enter the area coda and facsimile number of the security monitor.
NAME (PRINTY: ... ... ... ... Enter the first and last name of the security monitor.

PHONE Enter the area coda and telephone number of the security monitor.



STATE OF MARYLAND
DEPARTMENT OF HUMAN RESBURCES
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FORM NUMBER: DHR/OIM 671 (02/03 ISSUED: 14FEB03 REVISED: PAGE 1 OF 2
USAGE: Used to verify fhe signatures of appointed security monitors who submit DHR/OIM securlty access forms.
PROCEDURE: The appointing authority (Local Director DSS, Administration’s Executive Director, elc.) appoints one or

more staff as security monitors. The appointing authority completes and signs a DHR/OIM 871 for each
monilor selected and submits the completed form to the DHR Data Security Division

NOTE: A completed form is required to appoint, deleta, or o cha lavel, address, phone, or fax.
INSTRUCTIONS FOR COMPLETING THE FORM:

ACTION o v T Check one box per request:
ADD - 1o establish a new security monitor for a certain location.

UPDATE - to modify the security monitor’s information or to change the sacurity
monitor’s status as a primary or secondary

DELETE - toremove a sacurity monitor
DATE OF REQUEST: ., . ..... Enter the current date
¥ T e B Pl Check one box per request:
PRIMARY - Only one allowed per jurisdiction/modal/office. This is the main
securily contact for thal jurisdiction/modai/office.
SECONDARY - Al least one recomm ended.
PLATFORM: . .. i i R Check one or both boxes:
MAINFRAME - Duties performed as a security monitor for State and DHR
Automated Systems
NETWORK «Duties parformed as a DHR WAN / LAN adminisirator
LOCATION
LOSS/AGENCY ............. Enter the LDSS or agency location name. Refer to Appendix B.
DISTRICTALOCAL OFFICE .... Enter the district or local office name

LOCATION CODE; . ... . ... .. . Referio Appendix B. (2 DIGIT CODE ONLY).
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AR DATA SECURITY FORMS
FORM NUMBER: DHR/OIM 671 IOMS' ISSUED: 14FEBO3 REVISED: PAGE 20F 2

INSTRUCTIONS FOR COMPLETING THE FORM (CONTINUED) :

SECURITY MONITOR

EMPLOYEE NAME (PRINT); . .. Enter the name of the employee.
(FIRST) - enter first nama here
{LAST) - enter last name here
DATE: ... .....v.i........ Enter the date the signalure below was added.
SIGNATURE ............... Enter the signature of the security monitor.
PHONE ... .. .......c0ven . Enter the area code and telephone number of the sacurity monitor.
FAX _......ivsvveeviesr... Enterthe area code and fax number of the security monitor.
EMMAIL .................... Enter the e-mail address of the security monitor,
ADDRESS _................ Enter the address of he LDSS/AGENCY
CITY.STATEZIWP ............ Enterthe city, state, and zip code of he LDSS/AGENCY
JOB CLASSIFICATION ....... Enter the job classification of the security monitor.
JOBTITEE < cinoiian o ... Enter the title of the security monitor.
STATE EMPLOYEE: ......... Check the appropriate box.
IF NO EXPLAIN: . ... ... .. ... If the logonid reques! is not for a stale employee supply justification for the logonid

APPOINTING AUTHORITY

TITLE - convuraxas s oson STy Enter the appointing authority’s title.
MNAME: . .05 vivasaaTnir ... Enter the name of the appointing authority..
(FIRST) - enter first name here
(LAST) - enter last name here
DATE: ....... . ..... Enter the date the signature below was added
SIGNATURE ............... Enterthe signalure of the appointing authonty
PHONE ... .. ....... __ Enter the area coda and telephone of the appointing authority.
PR i n i a4  Enter the area code and fax number of the appointing authority.
EMAI ... crovcesvacslonive: Enter the e-mail address of the appointing authority.
ADDRESS .. .............. Enter the address of the LDSS/AGENCY of the appointing authority.

CITY.STATEZIP ............ Enterthe city, state. and the zip code of the LDSS/AGENCY of the appointing authority
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FORM NUMBER: DHR/OIM 672 (02/03 ISSUED: 14FEBO3 REVISED:
USAGE: Used to grant access 1o the CARES/SERVICES automated systems

PROCEDURE: The supervisor completes and signs the DHR/OIM 672 and submits It to the security monitor. The local security
monitor authorizes the requesi(s) and submils the signed form(s) to the DHR/OIM Data Security Division.

NOTE: A logonid and/or services workarid must be established prior to the submission of or with this request
INSTRUCTIONS FOR COMPLETING THE FORM:

ACTION _ .+ -... Check one box per requesl:
ADD - 1o establish access
UPDATE - to change the employee's access privileges or to modify their information
SUSPEND - to temporarily disable access in CARES or SERVICES
DATE OF REQUEST: ..... .. Enter the current date.
CURRENT LOGONID: . ... ... . Enter the employee’s logonid. (THIS 1S REQUIRED FOR UPDATE and DELETE).
EMPLOYEE NAME (PRINT): . .. Enter the name of the employee.
(FIRST) - anter first name here
(LAST) - enter last name hare
LDSS: .. ...... ... ........ Enter the LDSS or agency location name. Refer o Appendix B.
PHOME: ...:usuv o moa nvae Enter the area code and telephone number of the employee.
JOB CLASSIFICATION: . . .. ... Enter the iob classification of the employee. (THIS IS REQUIRED FOR ADD and UPDATE)
DISTRICT: ..... O Enter the local department’s district location name, if applicable
LOCATIONCODE: .. ........ Refer to Appendix B, (2 DIGIT CODE ONLY).
STATE EMPLOYEE: A .. Check the appropriate box.
IFNOEXPLAIN: . ..........0. If the logonid request is not for a state employee supply justification for the logonid.
NOTICENAME ............. Enter the empioyee’s name as it will appear on the CARES client notices. Maximum of 25
charactars
USER'SSYSTEM ............ Check the appropriate Boxes per request. Access can be granted for CARES or SERVICES.
NON PRODUCTION CICS
REGION(S) TS AT Enter information as requirad
CARES
WORKER TYPE . ... .. ....... Enterthe letter “P" for a probationary worker, a letter “S” for a supervisor, otherwise leave
biank (Refer to Appendix H).
UNITTYPE................. Entsrthe two digit unit lype. (Refer to Appendix F}.
UNIT NUMBER ... .. . ...... Enter a two character number indicating the supervisory group to which the employee belangs.

{Rafer 1o Appendix C).
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INSTRUCTIONS FOR COMPLETING THE FORM (CONTINUED) :

DISTRICT OFFICE

LDSS ACCESS .......

WORKER TYPE

FACTS WORKER TYPE . ...

WORKER ID

UNIT TYPE

UNIT NUMBER

DISTRICTOFFICE . ... .....

DELETE SECURED TASKS ..

ADD SECURED TASK

SIGNATURE
DATE
NAME (PRINT): ...

PHONE

SIGNATURE ..........
DATE: ..
FAX:

NAME (PRINT). .

 Enter the local department's three character district code. (Refer to Appendix C)

. Used for multiple office jurisdictions to grant access 10 cases in any of those offices.

Enter 2 *Y” if access is required. Enter a “N” or leave blank if access is nol raguired.
SERVICES
Enter tha two characler worker type. (Refer to Appendix H)

Enter the one character FACTS worker type. This is required for Unit Types 35 and 37
only. (Refer to Appendix i).

 Enter the worker Identification code for a services employee who Is not requesting logon

access to the SERVICES data base.
Enter the two character unit type. (Refer to Appendix F).

Enter the two digit unit number which defines the supervisisory group to which the
employee Is assigned. (Rafar to Appendix E).

Enter the three character district office number. (Refer 1o Appendix C)

SECURED TASKS

. Specify the CARES secured lasks that the user will nol be authorized to access based on the

chosen unit type. (Refer to Appendix J).

. Specify the CARES secured tasks that the user will have added to the chosen unit type. (Refer

to Appendix J).

SUPERVISOR

. Enter the signature of the supervisor of the employee noted.

. Enter the date the above signature was added.

Enter the first and |ast name of the supervisor of the employee noted.
Enter the arsa code and telephone number of the security

SECURITY MONITOR

_ Enter the signature of the security monitor.
. Entar the date the above signature was added

 Enter the area code and facsimile number of the security manitor

Enter the first and last name of the security monitor.

. Enter the area code and telephone number of the secu rity monitor.
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PROCEDURE: The supervisor completes and signs the DHR/OIM 672b and submits it to the security monitor. The local security
monitor authorizes the request(s) and submits the signed form(s) to the DHR/OIM Data Security Division.

NOTE: A logonid must be estblished prior to the submission of or with this request

INSTRUCTIONS FOR COMPLETING THE FORM:

ACTION: . .

OATE OF REQUEST:

JOB CLASSIFICATION: .

DISTRICT: .

LOCATIONCODE: . .......,

STATE EMPLOYEE: .........

IF NO EXPLAIN:

NON PRODUCTION CICS
REGION(S)

EXISTING ROLE(S): ........

DELETE ROLE(S):

ADDROLE(S): .........

Chack one box per request:

ADD - 1o establish access
UPDATE - o change the employea's access privileges or o modify their information
DELETE - 1o remove the logonid from CSES

. Enter the current date.

Enter the employee’s logonid. (THIS 1S REQUIRED FOR UPDATE and DELETE).

. Enter the name of the employee.

(FIRST)
(LAST)

- enter first name here
- anter last name hers

Enter the LDSS or agency location name, Refer to Appendix B.

.. Enter the area code and telephone number of the employee.
. Enter the job classification of the employee. (THIS IS REQUIRED FOR ADD and UPDATE)
. Enter the local depariment's district location name, if applicable.

. Refer to Appendix B. (2 DIGIT CODE ONLY).

Cheack the appropriate box.

- If the logonid reguest is nol for a state empioyee supply justification for the logonid.

Enter information as required.

List any roles that were granted on previous request forms.
These roles should be checked for conflicts prior to submission. (Refer to Appendix D)

- List any sxisting roles that are requested b be dalsted by this submission.(Refer to Appendix D)

- List any new roles that are requested to be added by this submission. {Refer to Appendix D)

This is for initial access requests and requests 1o modify exisfing profiles.
For the initlal submission, there shouid be no axisting roles,
For subsequent madifications of existing profies, axisting roles MUST be listad




STATE (F MARYLAND

ﬁ o DEPARTMENT OF HUMAN RESODURCES

. OFFICE OF TECHNOLOEY FOR HUMAN SERWCES

PROCEDURE FOR COMPLETING DATA SECURITY ACCESS FORMS

FORM NUMBER: DHR/QIM 672b (02103 ISSUED: 14FEBO3 REVISED: PAGE 2 OF 2
INSTRUCTIONS FOR COMPLETING THE FORM (CONTINUED) :
SRR s perans e G i e Enter the two character county jurisdiconal designator. (Refer to Appendix G)
AGENCY LEVEL ..., -+« .. Enter the one character agency level code. (Refer to Appendix G)
SECURITYLEVEL ... ....... Enter the one characler security level code. (Refer to Appendix G).
UNITTYPE ................ Pre-filed with ‘60’
UNIT NUMBER ........... Pre-filied with ‘80
DISTRICTOFFICE ......... Pre-filled with "002",
JUSTIFICATION ... ... ... .... Enter the specific job duties that require either a higher lavel profile than the employes's

classification warrants, or detalled nformation as to why conflicting roles are being requestad.
This justification should be submitted by the Local Direclor, and must be approved by the
Executive Director of the CSEA.

LOCAL DIRECTOR .......... Signature required with justification.

EXECUTIVE DIRECTOR, CSEA Signature required with justification

SUPERVISOR
SIGNATURE ............. .. Enterthe signaturs of the supervisor of the amployee noted.
BATE oo crps i nslin o Enter the date the above signature was added.
NAME (PRINT): ... .......... Enterthe first and last name of the supervisor of the employee noted.
PHONE: .. .......ivoevnn.. Enter the area code and telephone number of the sacurity

SECURITY MONITOR

SIGNATURE ... ...... ... . . Enter the signatura of the security monilor.

DATES . oo cor i sane s ... Enter the date the above signature was added.

FAX: (e, Enter the area code and facsimile number of the sacurity monitor.
NAME (PRINT): .. ........... Enter the first and last name of the security monitor.

PHONE: .................. Enter the arsa code and telephone number of the security monitor,



